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PREFACE
Assalaamu ‘alaykum warahmatullahi wabarakatuh,

The ICMIS 2020 is in the general area of communication and information technology. It provides a forum
for presenting and discussing the latest innovations, results and developments in IT Management &
organizations, IT Applications, Cyber & IT Security, and ICT. The main objective of this conference is to
provide a forum for engineers, academia, scientist, industry, and researchers to present the result of their
research activities in the field of Computer and Information Technology. The primary focus of the
conference is to create an effective medium for institutions and industries to share ideas, innovations, and
problem solving techniques.

There are 282 papers submission and only 150 papers are accepted and 147 papers have been registered
and presented. Accepted papers will be presented in one of the regular sessions and will be published in
the conference proceedings volume. All accepted papers are submitted to IEEEXplore. IEEE Conference
Number: # 43622. Catalog Number: CFP1837Z-PRT, ISBN: 978-1-5386-5433-0, CFP1837Z-USB,
ISBN: 978-1-5386-5434-7.

On behalf of the ICMIS organizers, we wish to extend our warm welcome and would like to thank for the
all Keynote Speakers, Reviewers, authors, and Committees, for their effort, guidance, contribution and
valuable support. Last but not least, thanks to all lecturers and staffs of the Faculty of Science &
Technology, Syarif Hidayatullah Jakarta State Islamic University and Universitas Potensi Utama-Medan
and other parties that directly and indirectly make this event successful.

Wa billahi taufiq wal hidaayah. Wallahul muwaffiq ila aqwamit-tharieq. Wasalaamu ‘alaykumu

warahmatullahi wabarakatuh.

Husni Teja Sukmana
(Organizing Chair)
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Abstract

By the time COVID-19 began to spread in the community, the issue of human body immunity had been
debated, and every individual who had been exposed to the COVID-19 outbreak had begun to be discriminated
against by the surrounding community either in the work environment or in the nearest location of the sufferer.
Meanwhile, the quality for data storage of COVID-19 sufferers needs to be further researched. This study addresses
the issues involved in providing privacy protection for COVID-19 sufferers and also authenticates the validity of
patient data globally. The method used in developing this research uses blockchain technology that can facilitate
verification of rapid test results with distributed systems. This allows covid-19 sufferers to be kept private and any
individual who is concerned about the status of their condition during the COVID-19 period can check independently
online after conducting tests. The result of this study is an application that can verify whether or not the individual is
safe from this COVID-19 outbreak. Because each result of the test has been directly distributed to every community
as well as the health industry so that further monitoring can be carried out as well as in-depth. This is much needed
because it is one of the mitigations of the community in controlling the virus that has now spread throughout the
world.

Keywords: COVID-19, Patient Certification, Blockchain For Healthcare.

Copyright © 2020 1AIC - All rights reserved.

1. Introduction

Blockchain is so associated with a crypto and belongs to the general ledger category of
decentralized digital transactions without the control of an individual, group or company, where the thing
recorded in the ledger is an information that must be ascertained the level of accuracy and validity[1].
Because if the information is submitted wrong then it will cause quite a crucial problem. As in previous
research discussing The Blockchain Manifesto[2], it can be said that databases can only be added without
being deleted so that each transaction will be summarized into a new block that continuously forms a
chain, this eternity that makes the blockchain different from the regular database and immutability.

Various industries, businesses and even the government have been captivated by the charm and
sophistication of blockchain technology, especially the healthcare industry which is currently struggling
to deal with Coronavirus Disease 2019 (Covid-19), now learning to understand how the system works as
well as the impact of blockchain technology.

Given the declining scale of the pandemic and finances, it makes sense that certification of
COVID-19 patients using blockchain technology will be in high demand. In accordance with the possible
ethical implications of such certification, whether for current pandemics or other health problems in the
future, the concept of certification has a place that needs to be done development definitively[ 5].

IAIC J. 11CS Vol. 2, No. 1,2020: 1 -7
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Figure 1. Summary of Covid-19 Cases

Therefore, in the field of health also do not want to be left behind by the industrial revolution 4.0
that is currently being developed, especially in profiling people who have undergone an independent
quarantine period or a series of health tests in this pandemic phase. Where profiling and a series of such
tests produce complete patient history data in digital form equipped with blockchain sophistication. This
covid-19 patient health certification is needed because as seen in figure 1. that so many corona sufferers
in Indonesia, and every day the patient data will increase [7][8]. This led to the quality of the patient's
profiling being questioned about its authenticity and whether the data could be safe from irresponsible
coverage. This research confirms that covid-19 patient information distribution activities can be
controlled and personalized using patient profiling based on blockchain technology, where such
revolutionary technologies have a significant influence on public satisfaction and data security.

Public Key Private Key

98931525582
B1Bead7c3abe

@@= e P

Text With Hashing

Plain text Plain text

Figure 2. Blockchain Protocol Public Key and Private Key

Figure 2. Research is made where the results of profiling that want to be loaded need to be done
in an encryption process as an effort to secure data so that it has 2 keys to be able to open it, namely
public key and private key. Then the key needs to be enacted as well as hashing so that patient data
cannot be falsified and misused by irresponsible parties. One of the methods used to improve the data
security of covid-19 patients in Indonesia is the adoption of blockchain technology as an authentication
medium in the form of SHA-256 hash, where the hash message is 256-bit long and contains a 64-digit
hexadecimal code, so that the control of the Covid-19 virus for both the public and the government can be
monitored in real time.

2. Related Work

This research is the first step towards a more transparent and technologically advanced health
system. Where is the application of a decentralized health system[10], and this research has the potential
to be developed better than previous research.

IAIC J. IICS Vol. 2, No. 1,2020: 1 -7
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The embodiment of previous discoveries regarding data certification can be implemented in
terminal users without the need for specialized hardware or software and is called "Zero-footprint data
certification methods". Where the method is a form of providing electronic signatures to the server as an
identification tool [11]. Previous studies have revealed relatively low demand and willingness for two-
stage data certificates. It found that the public did not believe the second stage certificate could improve
tenurial security relative to the first stage certificate except in cases where the first stage certification was
poorly applied. This needs to be fixed and rely on blockchains that have trust characteristics[12].

The emergence of distributed ledger technology based on blockchain data structure, has given
rise to a new approach to identity management aimed at providing digital identity to improve
decentralization, data transparency and user control in every transaction involving the user's identity
information. If a user in a system can enjoy high transparency, control, and security of personal data, the
service provider becomes much more vulnerable in information security responsibilities[14], thus the use
of blockchain can be the solution to the problem. Biomedical research has now increasingly leaned on a
number of databases, more of which are public and continue to be enriched through scientific
contributions. Given the dynamic nature of the data and its sensitive use in the health domain, it is
important to be able to ensure the integrity of the retrieved and non-repudiation data i.e. that the data
retrieved cannot be modified.

Over time, each health sector is required to be able to display information in a concise and
necessary manner in the effective and efficient presentation of information. Information about the
historical report results of each COVID-19 patient needs to be easily accessible using the official website.
Therefore the use of appropriate technology and current developments is urgently needed, as is
blockchain technology. Implementing blockchain to facilitate biomedical related to COVID-19 which is
currently the world's discussion is able to optimize the delivery of information that is currently still one
way. While there are a number of online technologies in use, digital disruption remains, with many
challenges related to information security and privacy. The presence of blockchain in smartphone-
integrated security work will be able to optimize existing security systems, authentication, and
information that has been distributed in connection with covid-19 patient certification that can be
guaranteed originality.

Blockchain technology can store learning records in a reliable, distributed way, provide credible
digital certificates, realize the sharing of covid-19 patient history resources with smart contracts, and
protect patient privacy as a service management and patient care effort. Facing critical needs for
innovation in this pandemic outbreak, such as personalization and data science encourages patients to
engage in the details of patient care and health recovery over authentication of personal medical data. So
it takes a revolutionary technology to be able to handle that.

As a potential solution to address key challenges in healthcare, such as mapped communication,
inefficient delivery of clinical reports, and fragmented health records, patient certification authentication
is relied upon using blockchain technology. From previous research on data and health, it can ultimately
be collaborated with blockchain technology. In order to maintain service management, administration can
be managed effectively and efficiently, and aims to develop health activities that can help prevent the
spread of COVID-19 virus with blockchain technology. Some blockchains for health applications have
been presented in the description of 10 previous studies [23].

3. Material and Methods

In helping the health sector in dealing with pandemic problems that have already troubled the
whole world, they need less energy, and therefore efforts in the prevention and control of viruses must
always be considered by the government. One of the efforts is to transform the profiling of COVID-19
patient data that has been obtained and super-strict safeguards, because the mass media always want to
highlight the problem until itores one's privacy is blockchain technology that is perceived to be the most
appropriate solution in dealing with it.

Armed with a blockchain technology manifesto that has been done by previous research. That an
application or system initiated by blockchain technology needs to have the following 5 characteristics:

1. Decentralization: Where every data profiling patients with COVID-19 should not be centered in
one database alone. Any patient data should be accessible to all cooperating hospitals in the
Republic of Indonesia. Wherever the patient is with only internet access all information is easier
to obtain without having to go to the hospital.

Covid-19 Patient Certification Authentication With Blockchain Protocol (Marviola Hardini)
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2. Intermediation: There is no need for third parties to help access any data of covid-19 patients
because healthcare blockchain technology and blockchain technology are all independently
accessible to reduce data fraud.

3. Trust: Each patient only needs to believe in the healthcare blockchain that each patient's privacy
has been maintained and secure by the system. And can no longer be abused by irresponsible
people.

4. Immutability: Any check history can't be deleted, because it's immutable. Therefore, if there is
an error in diagnosing or recording all history it remains in the system.

5.  CR/UD: In the healthcare blockchain every data of the history of covid-19 patients will always
increase. Because in blockchain systems know only Create and Also Read, therefore if a data has
been linked to the blockchain then everyone can see the data as long as it has a public key and
also a private key from the authorities. So that all data is transparent, and the hash help has been
created [30].

Therefore, the implementation of the blockchain manifesto method is considered very
suitable to secure the certification of covid-19 patients from irresponsible parties so that it is
maintained originality. And blockchain technology too, COVID-19 patient certification
authentication can be done independently anywhere, and anytime. Thus, it facilitates the
management of patient services and care recommended by the government in efforts to prevent
and control viruses in Indonesia.

4. Results and Discussion

In such a precarious situation due to the COVID-19 virus, community mitigation efforts in virus
control need to lead to "Online". Supported by Atrtificial Intelligence as well as advanced technology
devices today profiling patient data can be easily done by the healthcare industry.
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Figure 3.'l don't know if I'm going to die'

Seen in (figure 3) That the increase in the number of COVID-19 cases in the Republic of
Indonesia is increasing and unsettling the comfort of the surrounding community. Health workers from
both researchers such as doctors and nurses should always check the health of patients every day.
Therefore, it is not uncommon that any patient history data obtained after examination will be easy to
change or leak to the general public.

The technical feasibility of information security can be improved through blockchain
technology, ensured to have high integrity in achieving the confidentiality of the data of patients suffering
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from Covid-19. This is in line with the management of patient services and care recommended by the
WHO. Immutable code can be used to prevent undetectable updates to health industry databases.

Halo, Marviola Hardini B @
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Figure 3. Home Applications

(Figure 3) Describes the initial view where after logging in there will be a notification in the
form of a notification on the bell icon regarding the updated status of the patient's health. To use this app
requires access to the location as well as bluetooth so that if somewhere detected experiencing a red zone
the notification will sound and immediately be checked in an internet-connected application.

€« Riwayat Notifikasi

Hash Pasien 07:27

Hash Paslen

Figure 4. Notification History

(Figure 4) Containing the latest notification notifications about each patient's health status, there
is a SHA-256 hash derived from each patient's profiling. If the hash displays it, it can be seen in the
patient data located at that location and illustrated through the hash code line. Don't be afraid for the
privacy data of every registered patient to be misused, because basically with blockchain technology that
can unlock that data only every patient and also health workers such as authorized doctors use public keys
as well as private keys.

Examples of clickable hashes are as follows:

27AD6CFDA61D1BOF88DA3555EFEQF75E248F48D5E2246FFAS2F7TEGECFEAADB2B

Covid-19 Patient Certification Authentication With Blockchain Protocol (Marviola Hardini)
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Figure 5. Patient Health Status

Figure 5. From existing notifications, detailed information can be obtained from patients who
have been examined. Where there is a health status of healthy category, ODP, or PDP. Such information
can only be opened by the relevant doctor/patient who has a private key. Blockchain has acted as a public
key registry to sign every COVID-19 patient history. Therefore, with applications developed by
researchers, when a person checks authentication and certifies his or her health history, it is only
necessary to check that the certificate hash matches the hash created when the certification is issued. Like
previous blockchain researchers, researchers are highly motivated to contribute to resolving this global
pandemic. It looks at how existing technologies can be reused to aid immunity certification, as well as to
assist in the prevention of viruses that are currently being launched by the government.

5. Conclusion and Related Work

Based on the discussion that has been described, the impact felt by the public, namely the data
security of covid-19 patients collaborated with blockchain technology has immutable character. Patient
data created in the form of digital blockchain technology allows it to be stored in the long run. Blockchain
technology can maximize the service management and care of covid-19 infected patients. Blockchain
technology has the potential, not only to align with the development of 10T, but in conjunction with the
internet, to form a layer base to enable it to reach its full potential in service management and patient care
in every healthcare sector.

In the implementation, any patient data that has been obtained after observation and testing can
be connected to the blockchain network. So the data and health history obtained is still original to reduce
cheating that often occurs in the field of health, especially for critical times such as pandemics that
require guaranteeing the privacy of patients suffering from COVID-19.

Authentication of COVID-19 patient certification using blockchain does not currently stop the
need for more research on blockchain technology. Instead, the next important step is to understand the
interaction between chains to solve other problems that arise in the field of health. Not only to secure the
privacy of covid-19 patients, applications built on research in decentralized certification, ready to be
scaled, can be applied in general, and wait for testing as a form of virus control efforts as recommended
by the government as well as as an effort to educate the public to quickly respond in monitoring personal
health status. By implementing blockchain technology can help explore all variants of the health sector
data security implementation better.
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Abstract

The application of Blockchain technology in the context of providing security for transactions in the digital
era 4.0 to prevent manipulation of transaction recording reports by irresponsible parties. By using research methods
10 (ten) literature reviews and methods of formulating problems, designing research, collecting data, processing &
presenting data, analysis & research reports are expected to solve security problems in transactions. At present
security in transactions is still very minimal, therefore a blockchain technology is needed to secure transactions
where data can still be manipulated. Specifically, there are 2 (two) benefits of this research that use blockchain
technology, (1) transactions become safer in the presence of encryption codes, (2) transactions become more
transparent with blockchain. This research implements the encryption code into the payment system using Al Coin,
where payment is now cashless, to make it more secure and transparent in transactions.

Keywords: Blockchain, AI Coin, Encryption code
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1. Introduction

Information-based technology in the digital era 4.0 currently has a very high influence on life.
With the existing developments, now contributes to the payment system in daily activities. One of them
aims to increase the effectiveness and efficiency [1]. This happens because technological sophistication
requires the right time [2]. At present, cashless is becoming a very important payment alternative [3].
Cashless is a proof that someone has made or made a payment [4]. In addition there is a technology that is
used as a reliable alternative, Blockchain Technology. These developments are able to encourage us to
continue to learn and balance changes so as not to be left behind.

2. Research Method

Explaining research chronological, including research design, research procedure (in the form of
algorithms, Pseudocode or other), how to test and data acquisition. The description of the course of
research should be supported by references, so the explanation can be accepted scientifically. Tables and
Figures are presented in the center, as shown below and cited in the manuscript as (Table 1) and (Figure

1.

IAIC J.IICS Vol.2,No. 1, 2020: 8-14
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Figure 1. Logo Al Coin

ABC (Alphabet Blockchain) is a blockchain technology that is carried by a campus incubator called the
Alphabet Incubator which is used to protect all activities in the campus environment and the wider
community. This system can issue security codes using blockchain technology, one of which is a
certificate and Al Coin [5].

Figure 2. Al Coin Logo
Al Coin is a product produced by Alphabet Blockchain. Al Coin itself already uses blockchain
technology where in the Al Coin there is an encryption code that can protect its use. There are 2 (two)
problems, the first is that there is no online system for verifying the authenticity of Al Coin or it is still
being done conventionally. The second is payment security and records that do not yet exist, so

manipulation by irresponsible parties can occur. In addition, the recording process is also difficult to do
because it can only be done by the central government [6].

Design T
Implementation T
Testing j

Maintenance

Analysis

Figure 3. Waterfall Development Method
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2. Research Method
2.1 Literature review

This research was conducted using literature review with the literature review method [13].

According to Rahardja, U. (2016), Literature Review discusses the subject of a journal or scientific work
with the discussion to be studied relevant to previous or existing research topics [14]. The research that
has been carried out becomes the foundation for the achievement of this research. There are 10 (ten)
literature studies that are used as information for this research, including:

1.

10.

1.

12.

The study was conducted by Zyskind, G., & Nathan, O. (2015). This study describes a decentralized
personal data management system that ensures users own and control their data. We implement a
protocol that converts block chains into automatic access control that does not require trust in third
parties [15].

The study was conducted by Wright, A., & De Filippi, P. (2015). This research is about Blockchain
which enables the development of new governance systems with more democratic or participatory,
and decentralized (autonomous) decision making that operate through computer networks without
human intervention [16].

The study was conducted by Forte, P., Romano, D., & Schmid, G. (2015). This research implements
blockchain technology that can be used not only for cryptocurrency, but to register, confirm and
transfer all types of contacts and properties [17].

The study was conducted by Huckle, S., Bhattacharya, R., White, M., & Beloff, N. (2016). The
focus of this research is understanding how blockchain can be exploited to create decentralized and
shared economic applications that allow people to monetize, safely, their goods to create more
wealth [18].

The study was conducted by Samaniego, M., & Deters, R. (2016). This research manages device
configuration, stores sensor data and activates micro.

payments. Which presents the idea to use blockchain as a service for IoT and evaluate the
performance of cloud and edge blockchain implementations.

The study was conducted by Ouadah, A., Elkalam, A. A., & Ouahman, A. A. (2017). This research
discusses how blockchain can be very interesting to face the challenges that arise. Therefore Fair
Access as a new decentralized pseudonym framework and privacy preservation that maintains the
consistency of blockchain technology to manage access control on behalf of restricted devices
payments [20]. Which presents the idea to use blockchain as a service for IoT and evaluate the
performance of cloud and edge blockchain implementations [19].

The study was conducted by Ouadah, A., Elkalam, A. A., & Ouahman, A. A. (2017). This research
discusses how blockchain can be very interesting to face the challenges that arise. Therefore Fair
Access as a new decentralized pseudonym framework and privacy preservation that maintains the
consistency of blockchain technology to manage access control on behalf of restricted devices [20].
The study was conducted by Huh, S., Cho, S., & Kim, S. (2017). This research uses a blockchain,
which can control and configure IoT devices. Manage keys using RSA public key cryptosystem
where public keys are stored in Ethereum and private keys are stored on individual devices [21].
Research conducted by Padeli, Sudaryono and Indri Handayani in 2014 Discusses a Program that is
able to provide convenience to consumers who seek and want to buy products that are sold so that
sales, orders as well as service information and information that is presented the latest or up to date
[22]

Discussion on a College Grants website, is a website created to serve and provide information.
Various developments and updates are carried out by the manager in order to present interesting
information, in its application the website management does not yet know exactly how the visitor
activity cycle is [23].

Research conducted in 2016, that reports using Rinfo Sheets are easier than using Microsoft Excel
because they can be accessed and stored online [24].

From the 10 (ten) review literature, it can be concluded that blockchain technology is very

influential on transactions that use AI Coin. There is an advantage in this Al Coin that has already
implemented a security system using blockchain technology that can not be manipulated by anyone.

TIAIC J.IICS Vol.2,No. 1, 2020: 8-14
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Figure 3. Waterfall Development Method

There are 5 (five) information in this research method:

1. Analysis
In this analysis, it is necessary to make observations in order to find out the background of what
problems occur in recording transactions before using blockchain technology.

2. Design
Designing payment concepts to make it easier to apply in everyday life.

3. Implementation
Preparation of data needed in designing Al Coin.

4. Testing
Merge between Al Coin with a digital payment system to fulfill the recording of transactions. If the
data has been processed, information that will be useful to the general public will appear. And the
information presented must be clear and easy to understand.

5.  Maintenance
Improved software updates and improved implementation of the blockchain system

3. Results and Analysis
3.1 Problem Analysis

If seen from the current problems, the payment system does not yet have a high security system
and a conventional recording system. This method was less successful in utilizing technology in the
increasingly sophisticated digital era [25] [26] [27]. Currently the system is running well but still has
shortcomings such as payments that do not have security that is easily manipulated.

3.2 Blockchain integration into AI Coin

Al Coin convicted will continue to grow. At present, Al Coin uses a centralized system. In terms
of consumers, there is a view of a lack of trust that is easily understood [28]. Therefore, transparency is
needed security.

3.3 Solution to problem

In the verification path that is run very detailed, will cause problems. Therefore, a system that
can minimize the problem is found by implementing encryption codes for digital payment security
systems. This is done transparently and can distribute data safely. Blockchain with a distributed system is
the right solution at this time.

The concept of digital transaction security through encryption codes reduces the risk of
manipulation and duplication of digital documents. Where the encryption code will have a unique ID that
is different [29] [30].

Application of Blockchain Technology for Digital Transaction ... (Herliana Wahyu Maharani)
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Figure 4. Flow of AI Coin.

The picture above explains how Al Coin works, starting from the wallet that will send funds to
the recipient, before the funds are received will be checked by a system that has used blockchain

technology, then after display implementation in the Alphabet Blockchain website which has many kinds
of features.

Figure 5. Display the BCAI Platform menu.

In the BCAI Platform menu display there are 10 Identities from the Alphabet Incubator
Blockchain.

Figure 6. Listing of BCAI Platform menu programs

It is listed in the BCAI Platform menu, where Al Coin is a service for the wider community and
can be obtained through the Alphabet Blockchain website.
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Figure 7. Display of the Al Ledger Blockchain
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Figure 8. Listing of the Al Ledger Blockchain program

Al Ledger to record all transactions that run on the Alphabet Blockchain website. The public can
also see transactions in digital form that can be scanned and verified so that if there is fraud on the
transaction then the public can know that [31]. The encryption code will be sent to the user to verify their
account, the results of the evaluation of the Al Ledger blockchain system can be viewed on the website.

.
3.4 Al Coin Test
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Figure 9. ABC Ledger

In AI Ledger there are shares, expenditures and remaining shares that are already well
represented. So that transactions are transparently seen by members increases and decreases from Al
Coin. 1 AI Coin in the amount of IDR 25,000. The achievement of 7 (seven) member contributions
proves that Al Coin is going well with the Blockchain.

4. Conclusion
With the integration of Blockchain Technology in everyday life, changes in the industrial and
academic world are bound to happen. In the application of Blockchain Technology as a security in a
digital transaction system produces 3 (three) conclusions, namely:
1. Blockchain technology as a security in digital payment systems and transaction recording is a
medium that can be used to verify payments online.
2. With the Blockchain technology, it is able to increase payment security, in order to avoid official or
informal manipulation
3. Blockchain technology is a system that can connect computer networks in a centralized and
distributed manner.

References

[1] Rahardja, U., Aini, Q., & Santoso, N. P. L. (2018). Pengintegrasian YII Framework Berbasis API pada Sistem
Penilaian Absensi. SISFOTENIKA, 8(2), 140-152.

[2] Rahardja, U., Aini, Q., & Khoirunisa, A. (2017). Implementasi Business Intelligence Menggunakan Highchart
pada Sistem Penilaian Absensi berbasis YII Framework. CSRID (Computer Science Research and Its
Development Journal), 9(2), 115-124.

[3] Handayani, I., Febriyanto, E., & Solichin, K. R. P. (2018). Penerapan Viewboard Sebagai Media Informasi
Sidang Skripsi Pada PESSTA+ di Perguruan Tinggi. Technomedia Journal, 2(2), 52-62.

[4] Rahardja, U., Moein, A., & Lutfiani, N. (2018). Leadership, Competency, Working Motivation and Performance
of High Private Education Lecturer with Institution Accreditation B: Area Kopertis [V Banten Province. Man
India, 97(24), 179-192.

[S] Rahardja, U., Aini, Q., Hayat, A., & Santoso, N. P. L. PENERAPAN GAMIFIKASI PADA PENILAIAN
ABSENSI UNTUK MENINGKATKAN MOTIVASI BIMBINGAN. EDUTECH, 18(1), 12-24.

[6] Rahardja, U., & Harahap, E. P. (2019, July). Implementation Of Information Planning and Strategies Industrial
Technology 4.0 to Improve Business Intelligence Performance on Official Site APTISI. In Journal of Physics:
Conference Series (Vol. 1179, No. 1, p. 012111). IOP Publishing.

Application of Blockchain Technology for Digital Transaction ... (Herliana Wahyu Maharani)



TIAIC J. IICS ISSN: 2528-2417 W14

[7] Rahardja, U., Aini, Q., Azizah, N., & Santoso, N. P. L. (2018). Efektivitas Akuntansi Online dalam Menunjang
Proses Rekonsiliasi. Nusantara Journal of Computers and its Applications, 3(2)

[8] Yusup, M., Naufal, R. S., & Hardini, M. (2019). Management of Utilizing Data Analysis and Hypothesis
Testing in Improving the Quality of Research Reports. Aptisi Transactions On Management, 2(2), 159-167.

[9] Warsito, A. B., Fajarita, L., & Nazori, A. Z. (2016). Proteksi Keamanan Dokumen Sertifikat File Jpeg pada
Perguruan Tinggi dengan Menggunakan Steganografi dan Kriptografi. Telematika MKOM, 4(1), 83-89.

[10] Damara, Y. R., & Abadi, A. M. (2017). PENERAPAN QR CODE PADA SISTEM PEMESANAN DI
INDUSTRI RETAIL. Jurnal Matematika Vol, 6(6)

[11] Widuri. (3 Maret 2014). CEI: Central Event Information. Diperoleh 15 Oktober 2018.
https://widuri.raharja.info/index.php/CEI:_Central Event Information

[12] Raharja, U., Harahap, E. P., & Devi, R. E. C. (2018). Pengaruh Pelayanan dan Fasilitas pada Raharja Internet
Cafe Terhadap Kegiatan Perkuliahan Pada Perguruan Tinggi. Jurnal Teknoinfo, 12(2), 60-65.

[13] A. Watkins, “Technological Forecasting & Social Change Identifying potentially disruptive trends by means of
keyword network analysis,” 2017.

[14] Aini, Q., Simbolon, R., & Dewi, S. R. (2019). Effects of Credit Memos on Performance Accountant on
Uncollectible Receivables. Aptisi Transactions on Management (ATM), 3(2), 149-158. Zyskind, G., & Nathan,
0. (2015, May). Decentralizing privacy: Using blockchain to protect personal data. In 2015 IEEE Security and
Privacy Workshops (pp. 180-184). IEEE.

[15] Wright, A., & De Filippi, P. (2015). Decentralized blockchain technology and the rise of lex cryptographia.
Available at SSRN 2580664.

[16] Forte, P., Romano, D., & Schmid, G. (2015). Beyond Bitcoin-Part I: A critical look at blockchain-based
systems. IACR Cryptology ePrint Archive, 2015, 1164.

[17] Huckle, S., Bhattacharya, R., White, M., & Beloff, N. (2016). Internet of things, blockchain and shared economy
applications. Procedia computer science, 98, 461-466.

[18] Samaniego, M., & Deters, R. (2016, December). Blockchain as a Service for [oT. In 2016 IEEE International
Conference on Internet of Things (iThings) and IEEE Green Computing and Communications (GreenCom) and
IEEE Cyber, Physical and Social Computing (CPSCom) and IEEE Smart Data (SmartData) (pp. 433-436).
IEEE.

[19] Ouaddah, A., Elkalam, A. A., & Ouahman, A. A. (2017). Towards a novelprivacy-preserving access control
model based on blockchain technology in IoT. In Europe and MENA Cooperation Advances in Information and
Communication Technologies (pp. 523-533). Springer, Cham.

[20] Huh, S., Cho, S., & Kim, S. (2017, February). Managing loT devices using blockchain platform. In 2017 19th
international conference on advanced communication technology (ICACT) (pp. 464-467). IEEE.

[21] Untung, R. (2011). Definisi iLearning. Raharja Enrichment Centre (REC).Tangerang.

[22] Tiara, K., Nurhayati, S., Heriyani, N., 2016. Optimalisasi Business Intelligence Pada Widuri Berbasis Mediawiki
Dalam Monitoring Rekapitulasi Data. Creative Information Technology Journal, No. 1, Vol. 4, Hal.72-81

[23] Kristiadi, D., & Mustofa, K. Platform Gamifikasi untuk Perkuliahan. IJCCS(Indonesian Journal of Computing
and Cybernetics Systems), 11(2), 131-142.

[24] Rahardja, U., Aini, Q., & Faradilla, F. (2018). Implementasi Viewboard Berbasis Interaktif Javascript Charts
Pada Sistem Penilaian Perkuliahan. Jurnal Ilmiah Teknologi Informasi Asia, 12(2), 91-102.

[25] Rudito, P., & Sinaga, M. F. (2017). Digital Mastery, Membangun Kepemimpinan Digital Untuk Memenangkan
Era Disrupsi. Gramedia Pustaka Utama.

IAIC J.IICS Vol.2,No. 1, 2020: 8 —-14



TIAIC International Conference Series

Vol. 5, No. 2, 2020, pp. 15~21

ISSN: 2528-2417

DOI: 10.34306/1AIC.J.IICS.3 [ | 15

Verification Of Independent Study Assessment Using
Blockchain Technology

Ria Dwi I’zzaty
Universitas Raharja
E-mail: ria.dwi@raharja.info

Abstract

Current technological developments greatly impact the assessment verification system. To find out the
student benchmarks in the results of teaching and learning activities during the learning system assessment process is
very important in the scope of higher education. With the existence of blockchain technology widely applied in the
world of Education, having the advantage of a decentralized system and strong cryptography can help universities in
building infrastructure. Universitas Raharja is one of the educational institutions that has implemented an online
assessment system (PEN +), which will use blockchain technology to verify the assessment of independent studies.
which provides services to Raharja University lecturers in verifying student grades that can be accessed anywhere
and at any time. However, currently the verification process for the independent study assessment that has been
carried out is still done manually which results in verification not with very strong security. The existence of an
independent study assessment verification uses blockchain technology to produce strong data security that did not
occur before. In the PEN + lecturer assessment system for the independent study assessment verification process, it
cannot yet enter the value of Independent study (IS) in real time. Therefore, there is a need for development in this
blockchain technology for the verification process of independent study assessment. In this study there were 10 (ten)
literary studies on verification of valuation. Thus there are several benefits that lecturers need not hesitate to verify
the assessment, the process by using blockchain technology produces very strong security
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1. Introduction

The development of information and communication technology has greatly encouraged various
educational institutions to obtain concepts in the field of assistance to improve their usefulness [1]. The
rapid growth of information technology and computers enables the development of computer-based
academic systems that facilitate the process of storing, organizing, and processing various data [2]. One
of them is the assessment system at Raharja University for the Independent Study [IS] verification
process [3]. As in the current era, competition is one of the keys to success in every college that is always
required to be able to compete broadly and globally. However, universities must be able to provide and
present efficient and fast services to students [4].

In its implementation it must also be equipped with several facilities to support the level of
success of program objectives and services provided effectively [5]. Using blockchain technology can
make the assessment system for the verification process of Independent Study (IS) assessment better [6].
This assessment system includes a very important part in the teaching and learning process activities that
students undertake [7]. Assessment of student benchmarks in measuring abilities during the process of
teaching and learning activities and information needed by students within the scope of tertiary
institutions [8].

In an effective assessment process at Raharja University not only applies a standardized system
method, but will also use the process of verifying the Independent Study assessment using blockchain
technology [9]. In addition, Raharja University always strives to meet the need for information systems
that can improve the process of academic performance [10]. The process of evaluating and verifying the
Independent Study (IS) assessment at Raharja University is still done manually and has not been
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computerized. It is very ineffective and inefficient and does not produce strong data security because it
will spend time and money just to come to campus. Such a process must be carried out in an easier and
more practical way if there is a system for verifying the assessment of independent studies using
blockchain technology and conveying information online. In the process of sending good and effective
information is determined by the system and model used [11].

For the sake of assessment, modern methods must be applied to change those that are not
effective, so that there is a medium to enter grades and convey information to students quickly and
accurately [12]. There needs to be a system update where lecturers can enter online grades through the
website, to facilitate and efficiently access lecturers anywhere and anytime. Through the improvement of
the conventional assessment process system will be transformed into online so that the verification of the
Independent Study assessment at Raharja University can be done easily by lecturers [13].

2. Research Method
The process of research stages can be seen in (Figure 1).

Femilinan Tema

Studi Literature 71

Perancangan
dengan mengac
pada metode
prototype:

J

FPangujian Program

J

Mambuat Laporan

Figure 1. Stages of research

Description : For point number 1 to determine the problem, then select the theme to be taken, namely
input verification Independent Study assessment. In point number 2, literary studies is used to find
references in the PEN+ system. At point number 3 which uses blockchain technology that can be adapted
to problems and programs. In point number 4 which is program testing, this stage is carried of the
program that has been made. At point number 5 make a report in the form of an online document.

2.1 Literature Review

Here are 10 (ten) Review literature used in this study :

1. Research conducted by Untung Rahardja, Nikita Jova Dejo Suwito, Fernanda Setyobudi Armansyah
in 2017 with the title "Application design PEN + Mobile based to facilitate the performance of
lecturers at higher education". This research discusses the design of online assessment based mobile
applications that can be accessed in a smartphone to be able to input the value by lecturers [14].

2. Research conducted by Qurotul Aini, Untung Rahardja, Anoesyirwan Moeins, the goddess Mariana
Apriani in 2018 with the title "Application of Gamification in Information systems assessment of
student exams to improve lecturer performance". This research discusses the application of
gamification to improve the performance of lecturers in conducting student value input on time so
that lecturers get appreciation so that students can see the value quickly [15].
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10.

Research conducted by Diah Aryani, Qurotul Aini, Fernanda Setyobudi Armansyah in 2017 titled
"Designing Android Package Mobile Web on a higher Education assessment system". This research
discusses the Android package-based assessment system to make it more accessible to lecturers
through a smartphone [16].

Research conducted by Anoesyirwan, Sudaryono, Alfiah Khoirunisa in 2018 under the title
"Utilization of Management of Writing Scientific in the Learning Process in Higher Education”. This
research discusses the management of scientific work writing needed in the preparation of scientific
papers to create good works by following the development of the industrial ERA 4.0 [17].

Research conducted by Untung Rahardja, Qurotul Aini, Vivid Christian Alfad Zebua year 2019
under the title "Implementation of student checking system of the YII-based school Framework for
higher education". This research discusses how the system can determine which students can be sure
to follow the CTF conducted by the head of Department [18].

Research conducted by Untung Rahardja, Qurotul Aini, Nuke Puji Lestari Santoso in 2018 under the
title "Integrating YII-based Framework APIS into attendance assessment systems". Research
discusses the utilization of Google + in the student Attendance assessment system so that there is a
profile that makes it easy for lecturers to be informed about student guidance [19].

Research conducted by Untung Rahardja, Qurotul Aini, Hani Dewi Ariessanti, Alfiah Khoirunisa
year 2018 with the title "Effect of gamification on ILEARNING EDUCATION) in improving student
motivation learning". This study discusses modern learning methods such as the gamification applied
to an iLearning Education that is assessed to increase the motivation of students in implementing the
learning process in the classroom [20].

The research was done by Untung Rahardja, Eka Purnama Harahap, Dwi Anjani in 2018 with the
title "Utilization of Rinfogroup as a Media discussion and active student Assessment". This research
discusses the utilization of Rinfogroup as a media discussion between lecturers and students by
utilizing rinfo email in terms of online learning outside of lecture hours, as well as lecturers can
explain the material and can monitor the active Student [21].

The research was conducted by Qurotul Aini, Untung Rahardja, Anoesyirwan Moeins, Ayu Martha
Wardhani in 2018 under the heading "Application of Market Query Data (DMQ) in the YII
Framework-based assessment system". This research discusses the utilization of Market Query Data
so that when many users access a website does not experience slowness, because it only reads last
update only [22].

Research conducted by Untung Rahardja, Qurotul Aini, Dian of Mustika Putri in 2018 with the title
"Automated Email System Utilization (AEMS) as the notification of learning outcomes assessment".
This study discusses the use of media notification lecturer as a reminder for the process of entering
the student value so that the RPU and head of the department can monitor[23]

3. Finding
3.1. Problem

The last stage is, students need to come to campus to see their value in the magazine wall and

should be queued, this process is really time consuming and costly for students.

3.2. Problem Solving

In order to address the problems described above, there is a need for development in the

assessment and input system so that the process of the input value can be done online, so as to facilitate
the performance of lecturers and students Easily obtain the value result information. PEN + is used in the
means of input and delivery of information about the student's value. Here is the program listing :
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Figure 3. Process of input value

The picture above is a listing program for lecturers to process the input verification of independent study
assessment.

3.3 Research Implementation
1. Front End Pen + display

eI 1
b B PEM* cnupmenpis shmaseid _{' STORIES USERS ESOURCES VB PUBLIC

a terhadap kebutuhan info;

| karena maringankan d

1ah Sistem Penilaian Online yang i mRning selayanan pada Perguruan Tinggl

Figure 4. Main menu when lecturers access the pen + website
http://penplus.raharja.ac.id/web/site/login
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2. Independent Study Menu Display

Figure 5. Independent Study Menu Display
in this view there is a list of classes Independent study that can be done by lecturers.

Figure 6. Independent Study class List View
3. Input penilaian IS

‘.L—'_

Figure 7. Display before input Grade
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Figure 8. Display when input grade
In this view the value or value provided is only a grade

= e

L. rre

P P ot g b

)

[FE
= .

Figure 9. Display When Grade is Given

4. Independent Study Input Grade Results

Figure 10. Input Grade Independent Study final result
4. Conclusion

Based on what has been explained above, it can be concluded that the Independent study value

input system in PEN + (valuation Plus) is an effective system in providing facilities for lecturers when
making the input value process in the form of Independent Study Assessment becoming easier and more
efficient.
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Abstract

The application of Blockchain technology in the context of providing security for transactions
in the digital era 4.0 to prevent manipulation of transaction recording reports by irresponsible parties.
By using research methods 10 (ten) literature reviews and methods of formulating problems, designing
research, collecting data, processing & presenting data, analysis & research reports are expected to
solve security problems in transactions. At present security in transactions is still very minimal,
therefore a blockchain technology is needed to secure transactions where data can still be manipulated.
Specifically, there are 2 (two) benefits of this research that use blockchain technology, (1) transactions
become safer in the presence of encryption codes, (2) transactions become more transparent with
blockchain. This research implements the encryption code into the payment system using Al Coin,
where payment is now cashless, to make it more secure and transparent in transactions.

Keywords: Blockchain, AI Coin, Encryption code
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1. Introduction

The era of the industrial revolution 4.0 made the Creative Economy one of the strategic
choices to win global competition, marked by continued innovation and creativity in order to increase
economic value added through the capitalization of creative ideas. The new economic model is
characterized by economic activities based on ideas, ideas, and knowledge creativity as the main factors
of production [1].

Figure 1. Growth chart of the Creative Economy
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Growth of the creative economy has increased and has contributed 7.44% to the national
economy. To develop a creative economy in the digital age requires business strategy and development
to reach the global market. It is undeniable that digitalization supports the emergence of creative
economic actors who are increasingly growing in the midst of global market currents. Utilization of
technology in the trend of digitalization increasingly makes the creative economy better and can be
competitive in the midst of global market currents [2].

But the problem currently encountered is the lack of knowledge and interest of students
towards the digitalization of a creative economy, besides that in Indonesia there are still many agencies
that have not been able to provide an-ecommerce container, website-based to accommodate student
research products [3]. From this problem a digitalization in the creative economy of students based on
e-commerce gamification was made which is expected to increase student interest in the creative
economy so that it can produce research products from the results of creativity. and supported by
gamification methods that are expected. to attract potential partners and can benefit many people,
especially in the fields of education and technology [4].

2. Research Method

From the survey results of the Creative Economy Agency in collaboration with the Central
Statistics Agency which contains information on the results of the Special Creative Economy Survey
(SKEK) in 2016. The creative economy's GDP grew by 4.38 percent. The creative economy contributes
7.38 percent, which means the creative economy plays an important role in the growth of the national
economy [5]. The government supports the development of the creative economy in Inpres No. 6 of 2009
concerning Creative Economy Development. Creative Economy is an economic form that emphasizes
information and creativity (provision of knowledge) from human resources (HR) as the main production
factor in economic activities. In implementing the creative economy model the community spends most
of its time producing ideas that add value from the results of creativity rather than just doing routine and
repetitive things [6].

According to the Indonesian Internet Service Providers Association (APJI) and the
Communication Studies Research Center at the University of Indonesia, stated that at the end of 2014,
Indonesia already had 88,700,000 mobile internet users and this number would consistently increase to
112 million mobile internet users in 2017 with that the Government of Indonesia used it to encourage
growth in the digitalization of the creative economy. The digitalization of the creative economy is not
only leveling the field of competition, but also every business model of various sizes, industries, and
regions. One form of digitalization in realizing a creative economy requires an e-commerce that can
provide a forum that can accommodate the results of creativity students [7].

E-commerce is a form of buying and selling transactions carried out through the internet where
the website is used as a container to carry out the process. E-commerce is a dynamic set between
technology, applications and business processes that connect companies, consumers and certain
communities through electronic transactions in the form of electronic goods, services and information
trading [8]. As e-commerce that provides student research results and becomes a supporting container in
the availability of an I-Learning learning system with new breakthroughs in the application of learning
methods such as using iPad as its standard. Becomes a supporting container in the availability of an
I-Learning learning system with new breakthroughs in the application of learning methods such as using
iPad as its standard [9].

The benefits of e-commerce implementation are that it can be used online or can be accessed at
any time and anywhere, and can be through a computer or even a smartphone. With e-commerce, it is
expected that there will be no queues in trading activities. The application of gamification in ecommerce
is useful for increasing buyer loyalty and providing a motivated effect in conducting transactions by
utilizing elements in gamification. Gamification can be used as an online marketing concept involving
gamification elements that engage, brand loyalty and brand awareness and to improve the
competitiveness among buyers [10].
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3. Results and Analysis

The methods used in this research are methods of problem identification, data collection, data
analyst, system design and implementation, and evaluation. The purpose of the method is to solve the
problem that occurs [11].

3.1 5 Stages of system research

O

Tdentification
of problem

System Research [Heramees

System
Implementation

Data Analysis

Figure 2. System Research Stages

From (Figure 1), the research method used can be described, First, the Problem Identification
method, namely by identifying the problems that occur in the creative economy development of students
and the development of scientific publications which are then formulated into a question that will be
solved. Second is the data collection method which consists of observations, namely direct observation of
an e-commerce that applies the gamification method [12]. Third is the Data Analysis, namely analyzing
the data that has been collected and used as a strategy in making a better system. The fourth is Design,
namely making system design from data that has been generated previously. Finally System
Implementation which consists of designing a prototype system to meet the needs of system users [13].

3.2 Systems Development Methodology

In the process of developing this research system using the agile method. Where the Agile
Method is a software system development methodology that is similar to short-term system development
that requires rapid adaptation to changes in any form [14]. In practice the method Agile Software
Development there are 4 things to consider: interactions and personnel are more important than processes
and tools, software that functions is more important than complete documentation, collaboration with
clients is more important than contract negotiations, and responsiveness to change is more important than
following the plan [15].
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Figure 3. Agile Method

Steps in developing the system using the agile method consists of planning the schematic of the
activity plan and the system development schedule and the target which is then made in the form of a
system interface design and then carried out the stages of system development tailored to the agreed
custom request [16]. After completing the system development, it is tested to use a system that has been
developed in stages. The test results are then distributed to users and then a review or discussion is
obtained until the final stage of the system is launched [17].

3.3 Methods gamification in the System

Steps in developing the system using the agile method consists of planning the schematic of the
activity plan and the system development schedule and the target which is then made in the form of a
system interface design and then carried out the stages of system development tailored to the agreed
custom request. After completing the system development, it is tested to use a system that has been
developed in stages [18].

The test results are then distributed to users and then a review or discussion is obtained until the
final stage of the system is launched gamification is the use of techniques designed like a game, in order
to motivate / pull someone related to their use,gamification works with technology function more
interesting, encouraging users to engage in desired behaviors such as missions, collect points to earn
vouchers, rewards and so on [19].

Then embedded in a website-based e-commerce as a form of buying and selling transactions by
utilizing internet technology that connects companies, consumers and the public and transfers funds and
exchanges electronic data, management systems and data collection automatically [20]. In applying this
method of e-commerce gamification, the Level technique is applied from various techniques including
Badges"or"title", Levels, Progress bars, Leaderboards, Virtual Currency, Gifting, awarding, redeeming,
trading, where each user gets a level or the ranking of the products purchased, of course, each level has its
own features that make users interested in upgrading each level [21].

4. Editorial Policy

The submitting author is responsible for obtaining an agreement of all coautors and any consent
required from sponsors before submitting a paper. It is the obligation of the authors to cite relevant prior
work [22].

Creative Economy of College Student Gamification based on E-Commerce (Aulia Edliyanti)



TAIC J. IICS ISSN: 2528-2417 W 26

5. Results and Discussion

In this study the authors used “Simple Random Sampling” in determining the trust survey of the
website. The authors used the Slovin formula as follows :

n'=93,99% (rounded up to 94 Responden

From the population sampling formula of the total population (N = 1565 respondents) produces a
minimum sample of 94 respondents who remember this method [23].

After getting the survey results from the Slovin formula, then testing is done with the reliability
test with Cronbach alpha as follows :

150

100

50

oo

1.00 2,00 .00 .00 5.00 6.00

Figure 4. Histogram Cronbach Alpha

Based on the (figure 3), Histogram chart has the mean 4.58, with deviation 0,63 of 210
responden. The case process can be described in the following table.

Table 1. Case Data

N %
Cases 210 100,0
Valid 0 0
Except | 210 100,0
Total
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Table 2. Reliability Statistic

Cronbach’s Alpha N of Item

0.925 25

This research proves that Pandawan has provided a rhyming service to its users so that it can
increase transaction satisfaction. With the results of the calculation of 210 respondents, the reliability test
output x is known that Cronbach's Alpha is 0.925 > 0.6. Then the research instrument is declared reliable
[24]. Pandawan is an innovation of an e-commerce platform that provides online journal publisher
services as a substitute for a conventionally managed publisher [25].

The implementation of the Open Journal System (OJS) of the PKP (Public Knowledge Project)
as a basis is able to provide convenience, speed, and integrity in managing journals [26]. In the initial
appearance of Pandawan there are 5 main menus namely About, My Account, Success Stories, Checkout
and also Cart. Pandawan's website can be accessed via https://pandawan.id/ In the About menu there is a
brief description of Pandawan, Vision, Mission and Purpose. And in the My Account menu there is a
FAQ facility that can help website visitors know the ways needed in Pandawan such as, How to conduct
transactions, how to fill in the registration form, payment methods available and so on [27][28].

Pandawan Services

g 0 : isw 'dlfﬁﬁ

Publishing Conderence Workshop Boaok

MEREURY  prge o NEPTUNUS

Figure 6. Packages provided by Pandawan

The picture above explained that the Pandawan publisher service has 4 excellent packages,
ranging from the free to various ones with specifications that have their respective features [29][30].

Creative Economy of College Student Gamification based on E-Commerce (Aulia Edliyanti)



TIAIC J. IICS ISSN: 2528-2417 W 238

Order details Customer details

Billing address

Figure 7. Display of Pandawan checkout results

From the picture above it is explained that the final process of the transaction at Pandawan will
be as shown above. Where divided into 2 (two), namely Order Details and Customer details [31][32].

4. Conclusion

This paper describes the research of an e-commerce platform that provides journal publisher
services with the gamification method to support the world of creative economy that can make a major
contribution to improving the national economy. There are still very few specialized e-commerce
platforms that provide online-based journal management services at competitive prices. Into a new
transformation that was originally conventional to digitization. In the author's view, the
gamification-based e-commerce platform makes it easier for educational institutions who have difficulty
publishing journals [33][34].

In the discussion of this study, the authors have not been able to determine the most appropriate
gamification element used in an e-commerce platform that provides journal publisher services and the
ability to compete in the world of creative economy globally. Apart from these shortcomings the
application of gamification can be used as more value to market the platform into the global market with
the concept of including game elements in a non-games platform. The author cannot claim that
gamification is the most appropriate way, but can be used as a reference in further research [35].

The application of gamification in e-commerce today is not stopped only for research needs. But
on the contrary, the next step that can be done is to make adjustments and evaluations about which
elements of gamification are most suitable to be applied in e-commerce websites in terms of the needs of
its users which are expected to increase user loyalty in transactions [36][37].
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Abstract

The development of technology today is used as a benchmark in the advancement of the industrial world
where the development of technology has influenced various aspects in the life of today's society. Smart contracts as
one form of blockchain technology that resembles a conventional contract can be used to bind agreements between
one party and another. One difference between a smart contract and a conventional contract is the smart contract
that is stored in the blockchain. With the presence of smart contracts on the blockchain has become one of the most
sought-after technologies, because the number of users is high enough for each transaction within the company. In
this case various features of smart contracts applications in various worlds, ranging from financial services, life
sciences, energy resources and media voting. Smart contracts still pose a lot of challenges that overwhelm the
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are essentially a very effective source of problem solvers, where smart contracts on the blockchain make it easy to
maintain data security, and save costs and time. In addition, in the absence of third parties strongly minimizes the
fraud that is often done by irresponsible parties, this prevents conflicts between parties. Prone to cases of loss of a
document is generated because there is no secure storage media. The advent of smart contracts on the blockchain is
expected to be a solution to tackle most of the world's commercial and bureaucratic systems.
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1. Introduction

The rapid development of technology, making the demands of life increasingly increasing[1].
Technology plays an important role in encouraging social change, modernization and globalization. As a
product of human material culture, technology contributes to the Industrial Revolution [2]. The utilization
of technology in the era of digital revolution has made technology a major necessity, science and
technology that develops so rapidly making technology in this era used in various fields of science [3].
The world is currently heading for the era of digitalisation and automation. This is the key to the business
competition strategy, in the world of business, there is technology capable of presenting a variety of
conveniences to perform various transactions and contracts. Currently, in the business belief can be
realized by the existence of a contract, namely, a paper sheet that lays out the terms or conditions of the
cooperation agreement between Parties [4]. By the time one of the parties violates the agreement, the path
taken is the legal path. But of course the cost is not cheap and it takes a lot of time. So, taking the legal
path is not profitable for the harmed Party.

Until the Smart Contract technology on this blockchain is present, Smart Contract is to apply
software code executed in the Blockchain network, which aims to facilitate contracts or agreements
between the parties and other Enables credible transaction performance without third parties[5]. Thus, this
contract is stored in a public database and cannot be changed. By using Smart contracts, parties are able
to exchange money, property, stocks or anything transparently, without conflict and without
intermediaries [6]. Smart contracts are almost the same as conventional contracts i.e. document binding
agreements between one party and the other, which distinguishes between Smart contracts and
conventional contracts, that is[7]. a Smart Contract in the form of code that is stored in the blockchain,
with the Smart contracts the parties do not need to rely on brokers, lawyers, or other intermediaries to
confirm the matter, this Hall because of the absence of third parties in the Smart Contract system on the
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blockchain [8]. Smart contracts also promise low transaction fees compared to conventional systems
requiring trusted third parties to enforce and execute the terms of the agreement.

L=

PARTIES SMART EXECUTION
CONTRACT

Figure 1. Three things in your Smart contract.

The blockchain system comes with transforming a centralistic approach to decentralization. The
advantage of blockchain technology put into Smart contracts is flexibility. Developers can store virtually
any type of data in the blockchain, and can have various transaction options that can be selected during
the implementation of smart contracts. To run the contract, the user can only send the transaction to the
contract address. This transaction will then be executed by each consensus node in the network to achieve
a consensus on its output. Because Smart contracts are transparent in the blockchain, it will be distributed
in the network [9]. It is going to be a lot of people to see and validate the contracts that have been made.

Smart contracts are very supported in various fields such as banking, governance, health and
especially for education, the perpetrators who use the Smart Contract system on the Blockchain greatly
facilitate various jobs in the bookkeeping system, Data storage, and also safeguards in data [10]. Smart
contracts can be utilized for the field of education for the validation of academic credits and the issuance
of academic degrees [11]. The actual digitization of this system can make safer and lower bureaucracy in
terms of document validation, saving labor storage, due to the numerous counterfeiting and loss
of important documents. It is very important that The process of the Smart Contract becomes more
transparent and can be a reference to all parties involved. The increasingly sophisticated and growing
technology has become a convenience for the community, technological opportunities must be well
utilized by society [12]. Smart contracts on the Blockchain can make the world a better place with free
from commissions, smart contracts as a solution that will quickly automate most of the commercial and
bureaucratic systems in the world.

2. Research Method
2.1 Smart Contract Implementation Concept

The main concept behind Smart contracts uses programs to manage contractual provisions, using
cryptography to ensure fraud protection, transparency, and anti-interference[13]. This digital contract
automatically guarantees legality. Smart contracts should be regarded as software programs that may
assume contractual properties when the parties involved decide to do so. They are a tool to enforce
legality.

Having said that, a legally binding Smart contract must always meet the three elements of a
conventional contract. First, a party should start an offer. Secondly, associates must agree to the terms
offered. Third, the parties bargain for mutual promises and obligations. Simply put, as in conventional
bidding, Smart contracts must transfer some type of value at this time or in the future. For example, one
of the laws is the Uniform Electronic signature Act and Electronic Signatures in the global and National
Commerce Act. This provision already acknowledges, permits, and validates the use of electronic
signatures and electronic records. This involves those who use the blockchain.
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Figure 2. Benefits of implementing Smart contracts.

An open-source blockchain, Ethereum executes Smart contracts. Very secure, its blockchain
database, stores smart Contract transactions, including the source code. Developers use Solidity to write
Ethereum smart contracts. This high-level programming language helps developers write Smart contracts
that run on the Ethereum Virtual Machine (EMV) [14]. In the Ethereum database, Smart contracts exist as
bytecodes. This code forms the core of Ethereum's disruptive power and innovative potential.

The Ethereum blockchain is a massive computer network that allows code to run in a
decentralized, distributed way. This Blockchain does not charge. This costs for each instruction executed
on the network. This Blockchain executes the generation of Smart contracts. An EMV implements an
executable program on each of the Ethereum network nodes. Each system node runs the program in a
synchronized way to ensure that the execution cannot be tampered with [15]. The system serves as a
control to prevent exceeding network computing capacity. With the Ethereum configuration, each
developer can code a simple program that can be run in a decentralized, distributed network. The network
replicates its code and database storage. This process secures and tweaks the program code. The network
assigns a unique address or ID as a reference to the upload code. The ID or address can trigger the
contract execution at any time.

2.1 Literature Review

Blockchain technology has both decentralized consensus and algorithmic authentication and
execution. The research conducted by Lin William Cong analysed the way in which decentralization
increased consensus effectiveness, and the classic features of the industry organization reshaping
blockchain and competition landscapes. Smart contracts can reduce information asymmetry and provide
higher social welfare and consumer surplus through increased entry and competition, but blockchains can
also encourage collusion due to the distribution of information not Can be reduced, especially in the
consensus generation [17].

Smart contracts focus on the form of technical contracts by setting aside the social context in
which contracts operate, and the complex ways in which people use them. The research explanation
described by KAREN E. C. LEVY, explains the 3 categories of contract practice in which people engage
to illustrate how the contract actually works [18]. Smart Contract Technology ignores the fact that people
use contracts as social resources to manage their relationships. Therefore, suggesting that attention to the
social and relational context of contractors is an important consideration for discussion, development, and
dissemination of smart contracts.

Smart contracts can find a broad spectrum of potential application scenarios in the digital
economy and the intelligent industry, including financial services, management, healthcare, and the
Internet of Things, among others, and have also been integrated into the platform Mainstream
blockchain-based development, such as Ethereum and Hyperledger. The research presented by Shuai
Wang presents a systematic and comprehensive overview of blockchain-enabled Smart contracts, aiming
to stimulate further research into this growing area of research [19]. Research conducted by S R Mani
Sekhar, analyzes various use cases of Smart contracts in different domains and comes with models that
can be used in the future. Furthermore, different case studies associated with five different domains are
discussed with the help of use case diagrams [20].
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Finally, solutions for natural disaster management have been proposed by integrating Smart
contracts, digital identity, policy and blockchain technology, which can be used effectively. Blockchain
Data is rarely used for process miners. The research conducted by Christopher KLINKMU ~ller This,
proposed a framework. The Framework consists of three main parts: a manifest that specifies how the
data is recorded, the Extractor for the retrieving data (structured according to the XES Standard), and a
generator that generates Logging code to support the developer's Smart contract, Proposes an easy way to
encode Logging data in a compact form, to achieve a relatively low cost and high throughput to log-Ging
on the chain. Proposals are evaluated with logs created from the generated Logging code, as well as with
existing blockchain applications that do not utilize the proposed Code Generator [21].

A blockchain theory of programmatic risk chosen by the user is proposed by Melanie Swan.
Black Swan Smart Contracts instantiate S-a distribution event curve so that the risk may be more
efficiently managed by selecting low intermediate high risk as a standard Smart contract parameter [22].
The potential of the Black Swan Smart contracts application includes insurance as a digital service, eBay
for Money, market information, and autonomous risk management as a Smart Network property.

The research conducted by Munindar P, builds decentralized applications that naturally
accommodate and exploit blockchain technology. This approach avoids the shortcomings of Smart
contracts that arise from their regular way of organizing computing, which restricts their prospects for
practical decentralized applications. This new way of thinking allows building a flexible government, by
structuring an organizational structure, verifying truth without hindering autonomy and foundation for
Trust [23].

3. Listing Program

According to the discussion above this method, using the programming language solidity to
verify proof of work on the Smart Contract. Solidity is a statically typed programming language designed
specifically for writing Smart contracts that can run on Ethereum virtual machines[24]. It is very similar
to JavaScript to make it easier to learn for Web developers.

Constructor functions are only called once when a contract is created. This sets a prerequisite for
Smart contracts, such as setting the number of initial tokens, etc. Every time someone sends Ethers to
your Smart contracts with no additional information and without calling a certain method in the Smart
contract, this method will be called. You can return funds to the sender, using the default method or
distributing it as you wish.

This function is used to make transfers and collect items. Smart contracts do not need to send
new transactions immediately when you press the ether into it. It can work as a database. You may see
some functions have optional keywords that can be paid after the name. If you add these keywords, Smart
contracts will be able to operate with Ethers. You can attach ether to a Smart Contract, send a transfer
with Ethers or withdraw ethers[25]. By default, the contract does not receive money. The keywords to be
paid must be added after each function that should be able to operate with money.

The second action is to save the owner. Some methods or functions may be banned for everyone
except the owner. Solidity provides a nice and intelligent way to select methods that have limited
permissions-we can use modifiers. TIP: Payable keyword allows delivery of these Smart contracts
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Ethers[26]. If you don't add these keywords to the constructor or fallback function, you won't be able to
send money to your Smart contract. However, there is a way to hack it. Two functions that work in the
same way, as simple if statements that might throw an error and stop executing the code of SMART
contracts[27]. The Require and Assert method does the same thing, but when you use the Assert and the
condition is fulfilled, the Smart Contract will not execute, but the transaction will consume gas, that is,
take some money shipper. Functions require restoring gas if Smart contracts cannot be executed.

Solidity supports multiple global variables that store information about the current transaction.
They are MSG, block, and TX. The MSG object is one of the most important and useful because there we
can find information about the sender, funds, or data sent to the contract. As other objects or classes in
other programming languages, Smart contracts also have constructors. The contractor's name is the same
as the contract name, and does not accept arguments. However, if you add payable keywords, it will
accept Ethers that you can send as creators. Otherwise, the Smart Contract cannot be made with
Ethers[28].

A modifier is a type of special function that can be invoked between or after other functions.
Inside the modifier, use the underline function that specifies where the other method code should be laid
out. In this code, it has two modifiers, namely:

modiFler is0wner() {

sender == mwner);

modifier canWithdraw() {
require{salaryimount{mzg. sender] > @};

A good piece of code is divided into a single responsibility component. It may have noticed that
the Smart Contract, from a programmer's point of view, is very similar to classes in other languages. We
can create new objects, instances of other Smart contracts[29]. The simplest use example is to create 2
Smart contracts (classes) next to each other and only create a new object inside the second one.

In this example, ContractB will create an instance of ContractA in the Public variable. ContractA
is responsible for only one hall, namely: Counting add function calls. We can call this function from
within ContractB. But this solution will not allow us to change the behavior of Smart contracts when

Smart contracts to support the advancement of blockchain technology ...(Sulistiawati)



TIAIC J. IICS ISSN: 2528-2417 H 36

something goes wrong or when we want to change the calculations[30]. So, let's change the code in a way
that will accept the instance change from Contract A.

At this point, we need to assume that the Smart Contract is similar to the same interface as Smart
contract A has been deployed to the blockchain and has its own address. In this case, we will be able to
pass this address to the setContract function which will create a new instance [31]. Please note the small
difference that we don't use the new operator before we create a ContractA object. It is not necessary
when we create an instance of the address.

4. Result and Discussion

By implementing smart contacts in everyday life, it can make phenomenal changes as it offers
several advantages over conventional contracts. Smart contacts are more convenient and faster which
makes it acceptable for people to streamline workflows [32]. Eliminating intermediaries makes Smart
contracts, even more interesting to apply in our lives. The use of Smart contracts tends to be prepared
with technological advances. From the discussion above, there are results and 8 benefits offered by Smart
contracts[33].

As stated earlier, Smart contracts are full of the terms and conditions in absolute detail which are
also examined by the parties involved in the agreement. This eliminates the possibility of disputes and
issues at a later stage as the terms and conditions are thoroughly examined and put into place only when
all participants agree to it. The nature of this smart contract enables the parties involved to ensure
transparency during the transaction. In addition, the precision needed in the detailing contracts keeps all
the information open with everyone who eventually solves something related to the problem of
miscommunication[34].

Therefore, with the help of Smart contracts, the efficiency lost in communication gaps can be
reversed. In order to continue with the process involving documentation, it usually takes more than at
least a few days. Delays in this process are due to many intermediaries and unnecessary steps along the
way. On the other hand, smart contracts are run through the Internet as they are nothing but a piece of
software code. Therefore, the speed of completing the transaction through the smart code is too fast.
Smart contracts can save hours or even days compared to any conventional business process.
Additionally, the delay time due to manual involvement is also eliminated.

Smart contracts are encoded in explicitly detailed form. It requires to hold all of the terms and
conditions in it before it is finally punished for work[35]. Any condition left behind from a contract can
result in an error at execution, therefore while creating a Smart contract, all conditions are laid out in a
detailed form. Because of this, Smart contracts become a comprehensive agreement that, when executed
automatically, almost everything is done. In the case of a conventional contract, there is a possible fault as
the person responsible for making the contract may lose one condition or another. Additionally, there is
no way to even trace until the error is created.

Therefore, smart contracts are a better alternative when it comes to achieving accuracy and
accuracy. Smart contracts with the automatic coding feature are the safest choice when it comes to
encrypted data technology at this time. Because they conform to the highest safety standards, the level of
protection involved therein allows them to be safe to use for critical processes. Moreover, because Smart
contracts are so accurate and secure, their efficiency levels are too high which results in more value in
transactions.

Smart contracts are accurate and precise for the minutest level of agreement[36]. All transaction
details are kept on the contract and any person between the parties involved can access them at any given
time. In addition, these transactions are stored on the blockchain in the form of future records. It is very
helpful in terms of disputes regarding future contractual provisions. First and foremost, because Smart
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contracts only involve the parties that are part of the agreement, the need for intermediaries is eliminated
and the money involved in that is also stored. All lawyers, witnesses, and intermediaries have no role
when Smart contracts are used. In addition, as stated earlier, Smart contracts also save money as
paper-based documents are not involved in any process [37].

Other unique features of this contract may be their ability to significantly reduce litigation and
court requirements. Executing the Smart Contract allows the parties to perform and bind by the conditions
and rules written therein. Because smart contracts are computer code documents, the use of paper in the
whole process is removed [38]. On the one hand, this saves costs while on the other, it's useful for
companies globally because it helps to save a little bit of their paper use in terms of contracts and
promotes contributions to the community. In 8 these benefits ensure that the use of Smart contracts is
necessary for various aspects of the field, in addition to the absence of third parties, Smart contracts can
make life more modern in the development of information technology [39].

5. Conclusion

During the course of study, all kinds of superior performance certificates, transcript scores,
diplomas, etc. will be an important reference for recognizing new schools or new works. As schools make
various awards or diplomas, only the school name and students are input. Because of the lack of effective
anti-Forge mechanisms, events that cause the graduation certificate to be forged often get noticed[40]. In
order to troubleshoot a certificate forgery, a digital certificate system based on blockchain technology will
be proposed. By properties that cannot be modified from blockchain, digital certificates with
anti-counterfeiting and can be made. The digital certificate issuance procedure in this system is as
follows. First, generate an electronic file from a paper certificate that accompanies other related data into
the database, while it calculates the electronic file for its hash value. Finally, save the hash value to the
block in the system chain[41].

From this research it can be concluded, with potential Smart contracts can not be limited. Smart
contracts can be used in any field, buyers and users can track anything for their security level. While for
third parties such as lawyers, government agencies etc, it is only necessary to put the coin into the
contract and the loss of the third role. Smart contracts save money by eliminating the need for
intermediaries. When using the Smart Contract, all we need to do is check the code before execution,
everything after it will be done by electronic means[42]. Smart contracts provide an opportunity to make
routine transactions and processes more efficient and automated.

The basis of Smart contracts are interfaces, business rules, and data. With emerging
technologies, smart contracts will also need to be updated to eliminate compatibility issues with the
operating system and perform properly routed functions. Although smart contracts are still in the
development phase, that may face attacks of certain vulnerabilities. In order to make Smart contracts part
of everyday life, both, CyberSecurity practices as well as a platform to make Smart contracts need to be
updated from time to time[43].
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